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Stacey Henderson and Joel Lisk

Summary

Australia is highly dependent on critical infrastructure systems, the destruction
or degradation of which, would have a debilitating impact on Australia’s defence
and national security, a destabilising effect on the population, and cause
significant damage to the economy.

Space-based assets and systems that rely on space-based data are
increasingly becoming embedded in critical infrastructure systems in Australia
and globally.

The space technology sector was added to the Australian legal framework
designed to secure and protect critical infrastructure in 2022. The inclusion of
space technology as critical infrastructure reflects the importance of space
technology to everyday life in Australia.

The security of critical infrastructure regime is primed and ready to be activated
by the Australian Government but is not yet fully operational against all parts of
the space technology sector.

Policy recommendations

The Department of Home Affairs should activate the security of critical
infrastructure regime in relation to all parts of the space technology sector.
There should be no overlap in asset classes between space technology assets
and space assets that are included in other critical infrastructure sectors,
including the telecommunications sector and the defence sector.

The Department of Home Affairs should update its guidance materials on the
security of the critical infrastructure regime to make it clear which space
technology assets are already captured under other critical infrastructure
sectors and asset classes.

The Department of Industry, Science and Resources should develop an
educational program for space industry participants to ensure the critical
infrastructure systems that their technology feeds into are appropriately
hardened.



Australia is highly dependent on complex
and critical systems that maintain the
‘Australian way of life’ as well as the
nation’s national security and integrity.
These key critical systems are collectively
referred to as critical infrastructure;
systems so vital that their destruction or
disruption would have a debilitating impact
on Australia’s defence and national
security, a destabilising effect on the
population, and cause significant damage
to the economy.

For operators of critical infrastructure
assets, the  Security of Critical
Infrastructure (‘SOCI’) regime imposes
significant compliance obligations to
ensure the Australian Government can
remain confident that those assets are
protected and capable of providing
services to the wider Australian community.
While owners and operators of space
technology in Australia got a taste of the
SOCI framework following the introduction
of ‘space technology’ to the regime in 2022,
application of the full force of the regime is
yet to occur.

Eventually, it can be expected that the
Australian government will ‘activate’ the
SOCI regime for the space technology
sector. This will require a wide range of
actors to actively engage with the complex
framework of legislation and subsidiary
rules that exist to protect Australia.

More work is needed to develop the space
technology workforce in Australia to ensure
that the workforce has the skills necessary
to identify risk and raise awareness among
the Australian public about the importance
of the space technology sector to Australia
in terms of national security and defence,
society, and the economy.
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Space technologies as critical
infrastructure

As society increasingly looks to outer
space to support new technologies and
augment existing terrestrial systems,
space-based assets and systems that rely
on space-based data are becoming
embedded within critical infrastructure. The
increasing reliance on space technology for
navigation, communications, and remote
sensing makes space technology an
attractive target for malicious actors. In
2022, space technology was introduced
into the Australian legal framework
designed to secure and protect critical
infrastructure. This treatment of space
technology as critical infrastructure is not a
novel approach by Australia, with the
United States of America (US) and Europe
adopting similar approaches to space
technology. The inclusion appropriately
reflects the importance of space
technology to everyday life in Australia,
despite a recent study showing that 64.1%
of Australians surveyed were either neutral,
disagreed, or strongly disagreed that space
technology impacted their daily lives."

The SOCI regime was introduced into
Australia in 2018 through the Security of
Critical Infrastructure Act 2018 (Cth) (‘SOCI
Act’). The regime was originally introduced
to ‘strengthen the [Australian]
Government's capacity to manage the
national security risks of espionage,
sabotage and coercion arising from foreign
involvement in Australia's critical
infrastructure’ (emphasis in original).? The
Australian Government’'s 2023 Critical
Infrastructure Resilience Strategy defines
critical infrastructure as:

those physical facilities, supply chains,
information technologies and
communication networks, which if
destroyed, degraded or rendered
unavailable for an extended period,



would significantly impact the social or
economic wellbeing of the nation, or
affect Australia’s ability to conduct
national defence and ensure national
security.?

In introducing the SOCI regime, the
Australian Government acknowledged the
importance of critical infrastructure as an
essential element of the operation of
Australian society and the economy, while
also recognising the importance of
ensuring that Australia remained an
attractive destination for foreign
investment, including in sectors designated
as critical infrastructure.

How the SOCI regime operates

The object of the SOCI Act is to provide a
framework for managing risks relating to
critical infrastructure, by:

e improving transparency of
ownership and operational control
of critical infrastructure in Australia
in order to better understand risks;
and

o facilitating cooperation and
collaboration between all levels of
government and regulators, owners
and operators of critical
infrastructure, in order to identify
and manage risks; and

e requiring responsible entities for
critical infrastructure assets to
identify and manage risks relating
to those assets; and

e imposing enhanced cyber security
obligations on relevant entities for
systems of national significance in
order to improve their preparedness
for, and ability to respond to, cyber
security incidents; and

e providing a regime for the
Commonwealth to respond to
serious cyber security incidents.*
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The SOCI Act primarily works through a
series of regulatory mechanisms that
define particular ‘sectors’ where there is
critical infrastructure and then critical
infrastructure 'assets’ within the sectors.
The original SOCI Act only contained four
sectors: electricity, gas, water, and ports.
Subsequent amendments substantially
expanded the number of critical
infrastructure sectors to 11:

e the communications sector;

o the data storage or processing
sector;

¢ the financial services and markets
sector,

o the water and sewerage sector;

e the energy sector;

o the health care and medical sector;

e the higher education and research
sector;

e the food and grocery sector;

e the transport sector;

o the space technology sector; and,

e the defence industry sector.®

During public consultations for the
amendments, representatives of the
Australian space industry advocated for the
inclusion of space technology within the
designated categories of critical
infrastructure sectors to be protected.

The treatment of critical infrastructure
assets is more variable and depends on the
sectors. Some sectors have critical
infrastructure assets listed in the SOC/ Act
itself. There are also powers contained
within the SOCI Act for the designation of
critical infrastructure assets through rules
made under the legislation. Importantly, a
critical infrastructure asset can be owned or
operated by the Australian Government,
the governments of states or territories, or
any other entity.



The SOCI regime captures classes of
critical infrastructure assets by their
relationship with the broader sector.
Broadly, the SOCI regime operates by
requiring there to be a register of
information related to critical infrastructure
assets; requiring responsible entities for
some of those assets to implement critical
infrastructure risk management programs;
requiring the notification of cyber security
incidents to the Australian Government;
and enhanced cyber security obligations on
some systems of national significance. The
SOCI/ Act also grants power to the
Australian Government to direct the entities
responsible for some critical infrastructure
assets to do certain things or provide
certain information.® The provisions of the
SOCI regime apply to ‘responsible entities’,
those with ultimate operational
responsibility for a critical asset, and ‘direct
interest holders’, those with an ownership
interest in an asset of more than 10% or
that are in a position to influence the control
of the asset either directly or indirectly.’

Separate statutory rules impact the precise
obligations that apply to asset owners and
operators.®  The Security of Critical
Infrastructure (Critical infrastructure risk
management program) Rules (LIN 23/006)
2023 require certain critical infrastructure
asset owners or operators to prepare risk
management programs to mitigate against
harms that could arise in connection with
their assets. These risk management plans
must be developed by reference to
specified Australian Standards and
guidelines prepared by Government
agencies including the Australian Signals
Directorate and Australian Energy Market
Operator.® Operators of declared ‘Systems
of National Significance’ are also subject to
enhanced cyber security obligations due to
the interconnected, interdependent, and
essential nature of those systems.®
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How the SOCI regime applies
to space technology

In recognising the space technology sector
as critical infrastructure, the Australian
Government sought to encourage better
information exchange between industry
and government, as well as to build a more
comprehensive understanding of threats to
national security, society and the economy.
Unlike the other critical infrastructure
sectors in the SOCI regime, the space
technology sector is not comprehensively
defined in detail in the SOC/ Act. The
definition is simply as follows: ‘space
technology sector means the sector of
the Australian economy that involves the
commercial provision of space-related
services.’ It then lists examples of space-
related services: (a) position, navigation
and timing services in relation to space
objects; (b) space situational awareness
services; (c) space weather monitoring and
forecasting; (d) communications, tracking,
telemetry and control in relation to space
objects; (e)remote  sensing earth
observations from space; (f)facilitating
access to space."’

In aligning the definition of the space
technology sector with the National Civil
Space Priority Areas for Australia,'* the
SOCI regime is able to accommodate the
evolution and future direction of the
Australian space technology sector. The
Explanatory Memorandum accompanying
the 2022 amendments made it clear that
the space technology sector means ‘the
sector of the Australian economy that
involves the commercial provision of
space-related services’ and ‘reflects those
assets and functions that are critical to
maintaining the commercial supply and
availability of space-related services in
Australia.’”® This includes ‘assets, functions
and components enabling operation of a
space service or activity, including



provision of launch (comprising the assets
themselves and the systems that give
integrity to those assets)’."

The examples provided in the definition of
the space technology sector in the SOC/
Act reflect Australia’s role in the global
space services industry. A regulation
impact statement produced by the
Department of Home Affairs noted that the
SOCI Act was primarily concerned with
ground stations and control centres as
critical space technology.'®

Australia has long been a major player in
the global space services industry, with a
rich history of involvement in projects as a
ground service provider.'® For example,
Australia played an essential role in
facilitating communications during the
Apollo  program, with the Parkes
Observatory and Honeysuckle Creek
Tracking Station acting as receiving
stations."” Australia is host to a number of
ground stations for satellite systems and
science installations, including the Square
Kilometre Array Pathfinder in remote
Western Australia.’® And with the recent
commitment to Landsat Next, Australia will
invest $207 million into expanding its
existing ground infrastructure and world-
leading data management expertise for
Earth observation (EO)."®

Currently, space communications assets
are covered by the SOC/ Act as critical
telecommunications assets, whereas all
non-communication space assets will only
be covered as part of the broader space
technology sector once it has been defined
and is fully operational against the sector.
The Explanatory Memorandum for the
2022 amendments to the SOC/ Act states
that, ‘at this time critical space technology
sector assets are communications assets
and therefore covered under the proposed
definition of critical telecommunications
assets.’? Critical space technology assets

\ AUSTRALIAN CENTRE FOR
- SPACE GOVERNANCE

such as telecommunications networks
(signals and communications) and facilities
(towers, equipment, and antennas) will be
captured under the SOCI Act as ‘critical
telecommunications assets’, and entities
responsible for these assets will be
captured as carriers or carriage service
providers under the Telecommunications
Act. Carriers and carriage service providers
involved in transmitting or receiving radio
communications and optical
communications to and from space are
covered in this way on the basis that these
entities are ’best placed to manage the
day-to-day operations of the asset and
therefore ensure security and resilience of

the asset in line with this regime’.?’

Space technology assets should be
defined and included in the security of
critical  infrastructure regime in a
coordinated approach across whole of
government and with input from industry
and academia. The Department of Home
Affairs should wupdate its guidance
materials on the SOCI regime to make it
clear which space technology assets are
already captured under other critical
infrastructure sectors and asset classes.
There should also be minimal overlap in
asset classes between space technology
assets and space assets that are included
in other critical infrastructure sectors,
including the telecommunications sector
and the defence sector. While overlap in
categorisation may arguably result in the
need for certain space assets to be held to
a high standard (i.e., the highest standard
of any applicable regime), where space
assets fall into multiple categories, there
are risks of overburdening operators with
compliance  obligations,  incentivising
regulatory arbitrage, and disincentivising
new participants from entering a sector that
already has extremely high cost and
technological barriers to entry.



Another key aspect of the ‘space
technology sector’ definition is the focus on
‘commercial provision of space-related
services’ (emphasis added). This reflects
the changing nature of the space sector,
with private entities now taking a leading
role in developing technologies to provide
services from space with customers from
the military, civil and private sector. The
emphasis on ‘commercial’ suggests that
there is no intention for government-owned
assets used exclusively for government
purposes to be captured. The definition of
space technology could be stressed if an
Australian government (federal, state or
territory) ever sought to operate a space
asset and sell or otherwise commercialise
the services it provides. A similar position
may arise if a space asset was being used
for non-commercial purposes such as
research  activities undertaken by
universities.

Defining the ‘space technology sector’ in
this way risks narrowing the application of
the SOCI Act with potential adverse
consequences for Australia’s national
security and defence and the economy.
The definition should be expanded to bring
a broader range of actors and activities
within the space technology sector
definition. If the intention of the Australian
Government was to expressly exclude the
governmental space assets from the SOCI
regime, such a position should be clearly
expressed and justified. Exceptions for
research should genuinely be considered
given the risk of the SOCI framework acting
as a barrier to such activities due to the
high cost of compliance.

Another point of weakness is the focus on
physical assets. While communications
satellites and command and control
facilities are essential to some critical
infrastructure systems, the data that is
derived from space systems can be just as
important. For example, if a malicious actor
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were to interfere with the quality of data
passed from an EO satellite to a ground
station, this could have severe
consequences for those reliant on the data
itself. Such considerations appear well
outside the bounds of the SOCI regime’s
current treatment of space technology.

Despite the inclusion of the space
technology sector in the SOCI regime, it is
not yet currently fully operational against
the sector. For the full force of the SOCI
regime to apply to a critical infrastructure
sector, it needs to cover defined critical
infrastructure assets. This leaves the
regime as primed and ready, but currently
inoperable with respect to the space
technology sector. This does not mean that
the SOCI regime does not currently apply
to space assets at all. As noted, other
critical infrastructure sectors can potentially
involve space-assets or space-related
systems, including the telecommunications
sector and the defence industry sector.

To proactively prepare for the SOCI Act
becoming fully operational against the
space technology sector, space industry
participants should strengthen their cyber
security strategies and ensure the critical
infrastructure systems that their technology
feeds into are appropriately hardened. In
addition, the Department of Industry,
Science and Resources should develop an
educational program outlining steps that
space industry participants can take to
comply with obligations under the SOC/
Act. The Australian space technology
sector will need to be ready to respond.
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